Abstract-With the emergence of computer worms that can spread over air interfaces, wireless ad hoc and sensor networks can be vulnerable to node compromises even if the deployed network is not connected to the backbone. Depending on the physical topology of the wireless network, even a single infected node can compromise the whole network. In this work, epidemic (e.g., worm) propagation in a static wireless network is studied, where a number of infected mobile nodes are injected over the existing network. It is shown that the epidemic spread threshold and size depend on the physical topology of the underlying static wireless network as well as the mobility model employed by the infected mobile nodes. More specifically, results show that in a fully-connected static wireless network targeted attacks are more effective, whereas for a random topology random attacks can be sufficient to compromise the whole network.
I. INTRODUCTION
Wireless networks have been an essential part of our lives with the tremendous increase in the number of wireless network devices. For instance, wireless sensor networks have found various application venues in environmental monitoring, health monitoring, target tracking in hostile situations, etc. [1] - [2] Especially, in the case of monitoring physically inaccessible or dangerous areas for humans to enter, such as wildfire tracking, glacier or volcano monitoring, liveliness detection in emergencies or hazardous material tracking, use of wireless sensor networks is expected to increase tremendously. Due to the dynamic nature of these networks providing fast and reliable service is a challenge. With the emergence of computer worms that can spread over air interfaces, this problem becomes more crucial, since the network becomes more vulnerable to random or targeted attacks. This can have significant implications, especially, in case of time-critical applications run over the network.
In this paper, the focus is on determining the impact of physical topology of the wireless network on epidemic spread, where the system under investigation is a static wireless network overlaid by a number of infected (could be malicious or not) mobile nodes. It is assumed that the mobile and static nodes are homogeneous with the same transmission ranges and the mobile nodes run the same mobility algorithm. Two topologies are assumed for the static wireless network: (i) uniformly random and (ii) fully-connected, degree-limited topologies. Several legacy topology-independent (i.e., random walk, random direction, etc. [3] - [4] ) as well as topologydependent mobility models are assumed for the mobile nodes. Topology-dependence is introduced into the mobility pattern via the degree information of the neighbors of the mobile nodes in the network. A well-known epidemic model is used, where the infective time duration is finite. Results show that when the static nodes are randomly distributed, topologyindependent random mobility is effective in spreading the epidemic. If the topology of the static network is generated using the degree-limited topology algorithm [5] , degree-based mobility models can infect more nodes at infection rates as low as 0.01. As the number of mobile nodes increases, the performance difference between the different mobility models become less significant. Similarly, at higher infection rates and longer infective time durations the epidemic spread depends more on the topology of the static network than the mobility model employed.
The remainder of the paper is organized as follows. In Section II system model under investigation is summarized. The degree-based mobility model is introduced in Section III. A brief epidemic propagation model and analysis is provided in Section IV. Results are given in Section V and the paper is concluded in Section VI.
II. SYSTEM MODEL
The system under study is a static wireless network overlaid by a small-size infected mobile network. The static network either has a random topology or a degree-limited topology (explained below). The system parameters are summarized in Table I . The mobility and epidemic models are summarized in the following.
A. Mobility models
There are several mobility models that consider independent or dependent movement among mobile nodes. Some wellknown mobility models are as follows [3] - [4] :
• Random Walk: A mobile node picks a random speed and direction from pre-defined uniform distributions either at fixed time intervals or after a certain fixed distance is traveled. The current speed and direction of the mobile node do not depend on the previous speeds and directions. • Random Waypoint: A mobile node picks a random destination in the simulation (or geographical) area and a speed that is uniformly distributed in a given range. When the node reaches the destination, it waits (pauses) there for a fixed amount of time, then moves toward the new destination.
• Random Direction: A direction is chosen from a predefined range and the mobile node travels in that direction till it reaches the boundary of the simulation area. Once it reaches the boundary, it pauses there for a fixed amount of time, then moves along the new direction.
• Parallel-path: A mobile node picks a random speed and sweeps the geographical area following a line.
The models explained above are memoryless, i.e., the current directions are independent of the past directions and the mobile nodes decide their movements independently from each other. There are several other mobility models that take into account the dependence on the mobility pattern of other nodes in the network [3] , social relationships of the mobile nodes [6] , or topographical information [7] , etc. In this paper, the performance of random walk, random waypoint, random direction and parallel-path mobility models are studied in addition to the degree-based mobility model that is presented in the next section. Since random waypoint and parallel-path models consistently perform worse than others detailed results for these models are omitted in this paper.
B. Epidemic Models
In this paper, susceptible/infective/removed (SIR) epidemic model is considered. In this model, a population of N individuals is divided into three states: i) susceptible (S) , where the individual is not infected; ii) infective (I), where the individual is infected and can infect other individuals it has contact with, with a given infection probability (λ); and iii) recovered (R), where the individual is immune to further infection. In SIR model, when the individuals get infected, they become immune after a certain amount of time (τ ). If the infective time duration (i.e., duration of I period) is short enough, the likelihood of an epidemic is low.
In this paper, it is assumed that a number of infected mobile nodes are injected over the static wireless network and a comparison for different mobility patterns is provided in terms of probability of an epidemic, i.e., probability that a large component of the wireless network is compromised. The performance metric of interest is percentage recovered nodes; i.e., percentage of nodes that are in state R. Note that most work on epidemic propagation in wireless networks either assume fully-static network or random waypoint mobility [8] - [9] .
C. Topology Generation Algorithm for the Degree-limited Topology
In this section, the topology generation algorithm for the degree-limited topology is outlined. For details of the algorithm readers are referred to [5] . Basically, in this algorithm the sink node is placed in the geographical area and the rest of the static nodes are grown from the sink node and the previously placed static nodes. With the growing method, isolated nodes are avoided and the network is fully-connected. The objective is to maximize coverage for a given number of nodes while keeping the average path length below a prescribed threshold. While placing the nodes it is ensured that the new node is in the coverage of at least 1 and at most k neighbors; hence the name degree-limited topology. Note that k is a design parameter and chosen according to the coverage and average path length threshold value, as well as other system parameters.
III. DEGREE-BASED MOBILITY MODEL
In this section, a mobility model that makes use of the local physical topology information is presented. It is assumed that there is no prior knowledge of the location of the static nodes. In this model, the distribution of the direction of a mobile node depends on the degree of its neighbors. Two approaches are considered: the mobile nodes are more likely to move toward high-degree nodes or low-degree nodes.
In the model, the speed of the mobile nodes is a uniform random variable in [0, V m ] and the direction is chosen in fixed time intervals according to the local topology at the time of the decision. More specifically, it is assumed that there is a force between nodes that causes the nodes to attract each other. The magnitude of the force that each node applies to each other is directly or inversely proportional to the degree of the nodes. For instance, in high-degree-based mobility model, the higher the degree of a node, the stronger it pulls the mobile node. It is also assumed that the mobile node knows its current direction and a force with a magnitude directly or inversely proportional to the node's current degree is applied to it in the direction of movement to avoid retracing the already covered areas by the mobile node. At the time of direction change, each mobile node computes the resultant force vector acting on them by themselves and their neighbors (i.e., the static nodes within their transmission range) and move in the direction of the resultant vector. The forces are illustrated in Fig. 1 , where mobile node 1 is moving toward right. The degree of the static nodes can be estimated by listening to the traffic originating from or destined to the nodes.
Note that in this figure R i = j F ji , where F ii V i and V i is the velocity vector of mobile node i. For the high-degreebased mobility model, F ji = k j and for low-degree-based mobility model, F ji = 1 kj , where k j is the degree of node j. The direction of F ji is parallel to the line drawn from node
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IV. EPIDEMIC PROPAGATION MODEL AND ANALYSIS
In this section, an analysis for epidemic propagation from a randomly chosen single infected node is provided for a static wireless network. It is assumed that the initial topology of the wireless ad hoc network is uniformly random, where each node is assumed to have a circular coverage with radius r. Assuming that there are N s static nodes in a square area with length a, the probability that a node has k neighbors within its transmission range for a large number of nodes is given by:
where the initial average degree is d = πr 2 N s /a 2 . As shown in [10] - [11] , the degree distribution of random geometric graphs is in the exponential distribution family.
Assume that the infection rate and mean infective time duration for all nodes is λ and τ , respectively. Then, the probability T that the infection (compromise) will be transmitted from a node to its neighbor is given by:
Given that G 0 (x) = ∞ k=0 P (k)x k is the generating function of the degree distribution of a randomly chosen node in the network, it is shown in [12] that the critical transmission probability above which the whole network is compromised is given by:
Note that
Substituting Eq. (5) into Eq. (4), the critical transmission probability for uniformly random wireless network is obtained as:
The critical infection rate λ c can be computed using Eq.'s (2) and (6) . Note that since the static wireless network generated using the degree-limited topology also has an exponential tail [13] , the same equations can be used to approximate the critical infection rate (or epidemic threshold) for this topology as well, if the average degree of the generated network is known.
V. RESULTS AND DISCUSSION
In this section, performance comparison of several mobility models is provided. It is assumed that the number of static nodes, N s , is 50, where the range of the mobile nodes, r, is 500 m. The simulation area is a square with a length of 4000m. Number of mobile nodes, N m changes from 1 to 10, where initially, mobile nodes are randomly distributed in the simulation area. When a mobile node approaches the boundary of the simulation area, a random direction toward the simulation area is assigned. The speed of the mobile nodes is a uniform random variable within [0, 5] m/s. The mobile nodes are assumed to stay infected throughout the simulation, whereas the static nodes can recover after a certain time, which is a uniform random variable with mean τ . Monte Carlo simulations are run for random and degree-limited topologies. The results are averaged over 100 runs.
A. Degree-limited topology
First, the performance comparison for a fully-connected degree-limited static network is provided. Fig. 2 shows the steady-state value of percentage recovered nodes, R ∞ = lim t→∞ R(t)/N s , where R(t) is the number of recovered nodes at time t (i.e., percentage of nodes that are in state R), when SIR epidemic model is used. Figure shows the contour plot of R ∞ versus N m and τ , when λ = 0.01. Observe that for high-degree-based mobility model the percentage recovered nodes is above 0.95 and consistently higher than other mobility models. As τ is increased, the percentage of infected and
recovered nodes increase as expected. It is important to note that even when N m = 1, the percentage of recovered nodes is above 0.75 for all mobility models. For high-degree-based model, even when τ = 5s, almost all of the nodes are compromised. The impact of N m and τ on the percentage recovered nodes will be further elaborated. Since the performance of random waypoint and parallelpath models are consistently worse than others, detailed results for these models are omitted in the rest of the paper. Fig. 3 shows R ∞ versus infection probability, λ, when N m = 1 and τ = {5, 25}s. For comparison theoretical critical infection rate, λ c , calculated using Eq.'s (2) and (6), for a static network with 51 nodes is also shown in the figure.
Observe that when τ is small the theoretical λ c for the static network is significantly higher than the static network with single mobile node. With mobility an epidemic can occur at very small λ values. As the infective time duration is increased, the critical infection rate values for the static and overlaid static networks get closer. Observe that in this case, the performance difference between different mobility models also dissipate, whereas when τ = 5s, high-degree-based mobility model causes an epidemic at lower infection rates than other mobility models. Next, the impact of number of mobile nodes and λ on percentage recovered nodes versus time is studied, when τ = 25s. Observe from Fig. 4 that the difference between mobility models is most significant when λ and N m are small. When N m is increased to 10, all mobility models manage to infect the whole network for λ = {0.01, 0.05}. These results show that if the underlying network is fullyconnected, infecting the higher degree nodes first (i.e., targeted
attacks) can result in an epidemic even with a single mobile node. If there are several mobile nodes available, random attacks would also be successful. The size of the epidemic is also dependent on the size of the network and epidemic propagation for large wireless networks is under investigation.
Observe from Fig. 5 that, as expected, at small infection rates, a higher number of mobile nodes is necessary for shorter infective time durations and vice versa. 
B. Random topology
Finally, the epidemic propagation performance of the mobility models is studied for a randomly distributed underlying static network. Fig. 6 shows the percentage recovered nodes versus time when τ = 25s, for λ = {0.01, 0.11} and N m = {1, 10}. Observe that while for small λ degree-based mobility model results in a slightly higher percentage of recovered nodes, as λ is increased a higher percentage can be obtained with random direction mobility model. This implies that when the topology is random, a random attack policy might be more effective than targeted attacks.
In summary, the results show that for the degree-limited topology a degree-based mobility model (i.e., targeted attacks) and for random topology, random mobility models (i.e., random attacks) might be more effective. Note that this is in accordance with the findings in complex networks [14] .
VI. CONCLUSIONS
In this paper, epidemic propagation performance of several mobility models is investigated over a static wireless network with random and degree-limited topologies. It is shown that making use of the local topology information (namely, the degree of the neighboring nodes), whole network can be compromised in a short amount of time with small infection rates, even with a single mobile infected node for degreelimited topology. When the topology is random on the other hand random topology-independent mobility models result in faster epidemic propagation. 
